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Abstract: Multilingual and multimodal text generation was recognized as a cutting-edge field in natural language
processing, in which cross-lingual content generation was enhanced through the integration of visual and textual in-
puts. By incorporating visual cues into the text generation process, the limitations of traditional text-only models
were overcome, enabling a richer and more context-aware understanding of linguistic nuances. The challenges and
vulnerabilities introduced by multimodal elements in multilingual text generation systems were systematically in-

vestigated, with a focus on how adversarial attacks and data poisoning could manipulate visual context to compro-
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mise translation accuracy and reliability. To address these threats, a novel defense method based on noise contras-

tive learning was proposed. The system was trained to distinguish genuine visual inputs from tampered content,

which significantly improved its robustness and effectively mitigated the interference of malicious attacks on the

translation process. This study not only revealed the potential risks posed by multimodal data in multilingual trans-

lation architectures, but also provided practical solutions for building secure and reliable cross-modal generation

systems. These contributions are crucial for ensuring the safe deployment of Al models in real-world applications.

Keywords: multimodal multilingual attack, multilingual adversarial training, large language model
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Figure 1 Multimodal attacks on neural networks

R, AR — MRS ZE Sk
H TR 5 1 Y 4 58 5 7% mmDefender. E N A L
BRI AT EOR, Z R AEH T 3 RE
F A ST E A AL U T . AT L
ETHEE AR, g SENEZHE2IES
R HAE, SR 2 e S T B e .
BAKM F, mmDefender 3K F X bb 2% 2JHE 2911 25
1oL R RG E [X 73 2 B i N R A ARE A CIEFE



162 W2 5515 1.2 2 4

118

A HIEMFEAR (A . X —HlL AN EE
PR TS B — 1 F R W B RE /), L RS
PLEEVE T B SO 55, TR RS 5 BIOCRE R |
28 T UR 3 2K KL A B S AT 55 v IR 3 1 o
BER Bz A RE T, il HAE B AR B8 soh IR
FaE R . L TRAE M A EL T BN B 2T
X, EEEU) TR T B EE NEL
BMEERG, DN EERBTFURNARANLRIESTS
PR AN AT HL I B 2R R

KSR ITVEAE 215 5 BIRAT S5 R I H 5
EvERE, RIELE 102 P & 0 KB R 137 5
W REORFF R A AL BERE Ty A B 0 P S B 2 s
K, MEBEMERA AR LRI ZHEEZES
7k, 1% 715528 T BLEU (bilingual evaluation
understudy) 7301 £ 4 0 19 J+ . 8 id In-
sttMultil02 a1t — P IiE, RS2 IES
X EE A ST AR AN EAR B 7 e sk A R,
2R AR SRR S TR AL R I sh AR A 1
PETH ) SBRE R 3R
1 ExXIME

(1D PLBEIE T A AR Y

BT 1E S (vision-language, VL) A1,
PR I8 VR P S KT & A S 0 SR UL () I
WHAR, ARORE T ARSI Z [R5 4,
XA EAEE FEAN T 2HRETIZMELE
CLIP (contrastive language-image-pretraining) [°)
(RANHT,  TZHE S8 7 AR ] S X e AR
AT S), RTHOE A 5 E E RAE S S
k. SEIGEE AR, MBI KGR A
FL, R B i) 2 VR SE A 31 G AR S 2 AT 55
SR T R RE I R R T

LA CLIP MIDALLE QSR BB L A B 78 7y
JEIL T HARE T A SR ER RS B
KT, EMIAAREAE B XOETT I 2 S N
. EREIRFRAS I BN LB X LR I
i R F Transformer 2814 o 1% B2 44 ANH 7 Ak 2K
FURHRER . RSS2 IRk
RTINS ERS, T HATHEAE 5
NI HEBZ AR /1. BN, DALLE W H
FERRIE SORSR R A R, TE AR 7€ AE 55 1)
WGREHE . R RIE SRR SUAR A R P 40

OIS W T, (BAE RS A5 F I SE R B
M scrb,  anfar s2 03 5 90 50 S0 1A RUER AL
AT 4R 9 T I PR DG R AR

Q) ZHEZIBT XA

ZHESZET e TR HERE
FIIM 2 ity , XSGR 245 5 SO U
AR ATBIE . BEE AR EEN 2
KH S TER BERAG 50K AN SR8 S B s i S
B EAL ) A8 45 i R 3E )

AU R BT T KRG B ARE S A
LU SHURR G RN R A 1 22 A S A
ARG, UETFEH AT MEFE: OFETCARE
SCHE S AL B A AE S, 8 SO AR IR S B
10 BB RRAE ) B B DY @B A S DR A 2
FRCEE AR ) F 5 AR A Sl B R 2 B AR 1 BB
NG EAT =8 Y oa [E - RINE -3 S o R N
BEMEE AR RMES, IR RGN IR
JJUEIA (AR IR, BOHTE AU S T Sk
EEA B SCHEN, XN TR FNE F
558 I ARG 00 ) T A 1 o S X —
P SRR AR S T M4 224, THEIE S 2
MATHRERAR, HE&WEREWERLEGHE
RLRe ST RERTE R G, ARt A BN H 2 B Ak
) 22 A2 P9 285 S 141

(3) Kifs 5 R 5Tl 25

AR, Kis SIS TR ET
MR GE . ESE AL, 2RSSR TR
BRI EE T 17 2025 4F, OpenAl $2 Hi ) ol £
TR USTI 3o 7 25 T8 2 TN ) SR A0 B 0 R 5 4
B, FE A TR I S5 5 0 56 Bk AR B L R
BERF T A PR PTG 1E A S S Mg
B A, AR Y £ X Many-shot Attack 1 Soft
Token Attack % 5 4% B ifi (I B A R IS N R
i R G0 R SR HER R LT T 23.5%. SCHR[16]42
(1) C-AdvGLUE BV S 1 4% 48 55 B4 5 6 B8
TR, R BB AR SN T
AT PSR, R BRI RS AR ST
1/300. L6 45 RRH, 1%FIEE Gemma i Phi-3
SR bR B B PBG R (541.2%),
7] ) A 205K 77 A0t B 1) . SCHR[1 7] 1 9 5L
ARG FER ISR R T 25T B by



54

TKIESHSE: mmDefender: T 2R L8 S AU R S A58k <163+

A 12 7 vl i e LA B RHTURE A 5 TS kR
AKUNER 150 A 2 7, {E CLIP B o i 72 v
SCHL TR M PEREIR FE (FE Tiny-ImageNet £ 45
LR TR S BIEBREL TR T
37.19%) o
2 ANFHE
2.1 ZRAgHRA

A CHE AR mmDefender H #5118 5 4 i
#% L 3 Transformer 2 i #5 1 2215 5 fif i 45 1)
e BRI, 4 s kAN EISOR (x5, p4) R Font
G 25, e B E PO ZRE S R R
AT S (RS R, K B AR E S RS 1E
DRSS N 2 YRR AT s, DUAR IR B TT DD
FE, B ANER e R7OOVC (O ETE, W
NEESE, CRIBEHD TN W41 UG T
H, FFF) F A 5 Transformer 2 it 2% $2 BURE 5
TCste NAR/MNET EE ER, BAEEE
A “HhiBE”, BEZHEAZEF XY
BUHI, 2 OB AS AR & R R B — AN 3=
BN, MG, BEALGEE UNMRICHIE S Y
E RS s* = { sV H5AE VA FRIL 14 B
WML AR B* = { hEyV_ TR S, A AR
WAL VG B AL A I & 2 A AR S
{efV |, BHMAZIES RIS D, il H
PG E BBRHIE TN

SR, X E P R R Bk
D@ AR SO . P N B B RN
ok DR IE X s, 15 SR AR A R R .
EEXX — @, ASCHRH — MBIk, d@
IHAEVE 5 a8 I BEBUIRAS 4l BORL 5 J AL 45 (1)
fig HH 2R TR S SCAS RS 2 N R oy A N> ']
B, RPN, AR TR E
e
22 BESZIESEMN

25 8 — AN BRI M A XOE AT 15 R E
Dy={D,_ |, R MERREHZENMIEFL,, =
(L INREREE (L, REnMES), &
AMNESCRIEERID, = { X p* 2K hiEiER) . H
P i) SO0 B B R . 23S 208 5 BRI
ZrHR TR Ry«

M
Ln== 2By [leP 25 0)] ()

Hrr, ZHEEZESEMETE RS W R
SEEHEENSE 0. BALRH Transformer /£ 415
T A RS ) B TR . BT S, A I
250 218 5 A XLM-RIPBIWIEE 1 E = 9w hg 2%,
FEAE FH T 2k 110 CLIP A5 24 4] 46 A0 R 5 g A 2%
HARES 75 (WI[En]8k[De]) 1FE AT 44 s N
TEVRIEAIHT, LABHAAENETT M)

545 B EIEA) X B R HARES
B, T EMEE A T 2SRRI A fRig 8
A (Wi Llama2) K52 MmA, HH LML I}
MERRFIES 5 HRES . WA R i
FUG 25 gmit R VAN LSEAR I A = { REYY s

TESRIY 28— AT 28 20K, IR RS ) )
FRic xS N SCAR i 2%, R B bRl 25 SN
PR Ymhs 2%, T 2 A T M i
23 ZBIRSHRE

TEGmtd a5 — A 28 28 1 b, 45 8 UARHR R,
A3 1 4 = Transformer 4 i 28 % B U AN brid
SR R B B AT GRS, SRASE R AE S5

sF=S(xF) (2)
Hp, SERBSRLR, X AEANFIEA.

ST NEG e ROV, K EEN—
TGRSR s e R, e, p
KRFANEGHR D FRE, VEREGI L

¥, V= LPZ)/V" #: F Transformer 4 %% 2 15

# HARIUF IR EIE 2 I RAE I FE AT RoR N
= 7(z") 3)

o, 3R Transformer ¥ 5E 4ufid 2%, A AR
OE e S NACTH=
24 ZBESZIEEME

NE LA 28T AR SRR E, 1
FUGMAEBE RS, LUIRAAFIE S AR
SR, BT, AIRBEZHEELIES T
ST, 3 o fh B SO 5 e 218 AR 5
BE 11, SCOLZMAATE BRI G— &, 1%L
il K F InfoNCE H A5 pf F1 2 > B 30 % B 5%
F FLRIE I /N T T 2 B A S L AR O 2
S



64 - W2 5515 1.2 2 4

118

L= >

(fH+F(E) @
(x/‘,yk,zk) e Dy,
Hrr, Dy, MBS ZIE S BSR4
£ ) 5 (3 ) 5 IR S A AR 55
SCA - BEAGARALEE B S B 45 2k o FoAR RS A K
s

f(x*2") =~log )

Xk

> e

Je{z}
X, cNREBSE, 5 EIG A BHRA
B Xof ) IE A5 SCAS Fr BERON o B SR SCA K B
BRI, 27 RORNGRILIK B i HoAth SO A A B st
PR SR N s TSR -G LA R B
z FoRBEG BN .

NN GHIR B 1 248 5 AR I £
ANBUE TR, A SCR B TS 1SR R i
HEILRAERER (g, +.q,,  FE BRI LA [R5
ELUGCIEE
25 FAXZIREZIES

RYLRETFRHZEEZIES KB R
WXEREA, X208 5 B FR R ER. A
i E, TENGME, RARIDES @RS/
PGB AR, A A SO AU 52 B Ay 57451 1 R
MEFEA

ANEE,  PRIRERE A 1) 51NN 22 B2 25 [ A 1)
S, AR AT I VB 7 (o e e U . Bt
A% I SO S B AR N B R PR A
R AR PR A AR R I ST R R A R IXERIT
REBRIIBTEALE, LA R0 I I 9 B e 285 i
Y3,

RGBT TH, A0S F R B0 5 06 R
BEATHEBT . RNSFUERE. ek, EY. R,
o T BRI AT Sobel 8 2 oAb . Bl S, Kb
G GRS R ) FE B S X R, R T
B AT RAE AT X B, DLIAE R HEnd 15 4
B RG or o (AT E 12, XL g E AR AT
REATA BT I 22 AT, ok 2 nl £l bl 0 o o P2 A
AU RSN, X L B 2 WA 1 g i
DRTE S Al

BEXF 208 5 SOA, ASCBENLBT ROE L 1 bRid

PERE . XN, AROCRH 208 S BN R
T XA FEF WG 6] F AT 0g . B )E
MIEA) 5 ZEEZE TSN E G
T(N)T () ) SERA TR, i
SRR RAEA R . (HiXx —id FE oA B )
& TR, wilgadfEd, xTFrlRgimid 7E
A GG R AT G B R IR G A A, AT H
SIS AT AT S . R, TR REAE NG 9
2 2B BT RACRT I F 5 f P #5A'E (1) 538 K B 4
ML G EH 2L,

RRASCAREE, RSB T “ B 7
e X ERAT, SR EBERIEES, B
PERIHARE S . EHGEFEF, BENLERe 68T B
Ji 46 H A R B BBl PR A AR A
Ptk

Ak, AL T SCAR-EUR A 58 5.
EZBEZIEFTES T, HIOTHR—BE (K
BECCA) AT AL R, O] RE iR R AR E R
W BRSO . PR, FEMGR TR,
AR B RFEE (BR S A 1)
BAE, 0 HEATECE MR ERAE . B, 4xT
A STt BT U AR BE R, [R5 MR SCA A 5
BT X A N N 2 . X P [E] D AR AR T 4
98 J5 I SCAR—BEON AETE X EARRE— 3, A 20
B 7 RSO S EE UMW ZE . FINIEGIA
TXPREARA B, @ e B R A S
AN A (A F P E NN S, ST I
AW R R g, PR 2B RAER
.
26 HEFFI

ARSCIVFEWIATSS 0] o3 il N OB 3 5 R G
R KAESS -

(D CAFHEES

A NG XA It S g ey, A0t
TR URVE N BB H b A AL .

Vi=D(, - 15"50) (6)

o, DRIRARAER] Transformer fRIG A, ViR
ST P - 1A BEARE Y, AR A B bR

(2) EgH#RES

R EME S B ARE S BRI 5E, ASCRHE
Tali i b e G R U 25 B Fr .



54

TKIESHSE: mmDefender: T 2R L8 S AU R S A58k <165+

v = D=k 0) @

ERNE T8 F AL BB SR T

Fidiz e ={ MY |, Ml bR Transformer fif %
AT A0 A0 H A T

v =D, €5 0) (8)

AIKHZEEEFME (MDropNet) |
grRoEmg, HAKWR.

1) 25% IS 1] B )1 25 S A B0 % H 5 o

2) 25% I 1] il 25 G b E b

3) 50% I AV BEA I 25 245525 H bk
2.7 YILEHR

Nt FE A, mmDefender i i k& /)
AR Z B ZAE F X ) BAs SR B s
HATRAL .

Ly= L, + AL, ©)
Hrb, BZHAH T FEEIVRD L, 5 2 HRE
X EEAR R T £, BRLEE .

[i) Fof 75 245 I 0 o R ot P s 4 VG 99 12
Bk 3 vl e s AN iR S % 2, &
BERE N BT LA RS, ASCE ISR
45, LU B mmDefender 75 SZBr B A & 06 1
LI A

3 LI

31 ZBWRE

A 3 AE Multi30KP) £ 4 4 b JF R sE 5 .
I 25 5 A58 UE 4R 43 0 A 5% 29 000 S F1 1 000 A4~
Al F . ZBRER S HIE (En) . 15 (De) .
HiE (Fr) AIEERIE (Cs) 4MES, BAMET
o # A FH N I B G . AR R R IR TE Flickr2016
(B Multi30K 2016 i) Hds P22 EFFRE
3.2 xfbbEZk

eSS AT % d, XLM-R. CLIP. M3p2]
FIDAS-CLP*1 % 5L T Transformer (1284, {H
& HEAMEERIIZR 50 . XLM-R %7 T —
B 07 I 2R, CLIP SR BB I 2505 Ak 3
ZEFHWE, JRERRINE AR E S AR IR R X
ANFEFIEALSS; M3PIEE 215 5 I MEsiE 5
Xof Ll 2 ) R IG5 E U FRRE J1; DAS-CL IAIHT
PEH R FH 203 BOE SR AL SR, Rt fE &

AR AR DU S B B . fE 2 S
HEJT IR, I S AR A o ] 4 A R AE T S
HFEARAHMBESWL E N XEE. HRERMW
&, NWRREEIEZE S M2 RET% L —
Bk, B AL A Y B 2% 48— {3 XLM-
R A CLIP (1) #0529 15 28 2 Bk AT W1 4g AL, IXR
SRS 5 B TE T AR (1) A S A R Ak
PERE.

3.3 SCIATS

TEgmiDan— R as B, BAAE&—/NH
W5 AE 5 T 25 4 Y 2% XLM-R W) 464k 1018 = g his
25, LR —N i CLIP W 4a I AL st g i 8, FF
K H Adam®! (B, =0.8, p,=09) 1b2I%
ZEEHEA., ENEEEEET, ACRA
LLAMA2 147 SCA AL B 55, [RI I3 CLIP 42
B L RFAIE -

)R NS0, RGN 4 0005
BT S5 R P R ECH 0.1 BIFR 2811 58 X
PR R AR A S mILEE . ES
G s AIVE S RS RE, =FHBh 2 EHK, B
UZGERE R 768, HILTE A — R NAERE

EZE S NS, WiRCE N 8xTesla V100
GPU, #tabsE K/ B2 048 S48, VFAfiTH
b K FH X 43 K/INE ) SacreBLEU 4341
34 ZFRAMH

(1) BUEIZ:

EXGE NG, BERLER X —iB 55
En—Fr 8 Fr—En) JE L)%, =>J{EMFh
BT HE. X —IIGLHET R R
BT ), B DRSS 2R B8 08 R B 0 IC 1 5 00 IR
PR B AR BRI o A — Sk JE U IZRER
PIFE & WPAT AT, BGIEAE S MRS R AR T
AR XA, WIS 5 5125 B Fr )
INREEE

WR PR, EXE LA T, mmDe-
fender 7F A~ [F]1E 5 X7 B0 1R M A b 200 2 E R
#. BARTS, ZAERE LT A IE S 5T 4 E
B as R, PR XLM-R. CLIP. Gated
Transformer  Unified Transformer %5 #& #E 77 V% .
4, 18 En—Fr #1115 #, mmDefender ]
13979 68.0 7, WL AR T kAR 77 % DAS-CL (1)



* 166«

WZs 515 B i

118

63.7 71 ; AR AE HARTE S 0 R A,
WnfE En—Cs Fl En—De Bl EAE 55 H1 11553 73 5
35.0 53 F141.0 43 . mmDefender 7F 6 F Bl AT 55
MF1543 77 N 48.3 73 IX—45 KB, mmDe-
fender i FHAHT 771k (Fa TR 2 BER
PR KNG, A BART T R 15 S R 1B 1R
PERE.

(2) ZEF I

BTGNS — By R TR NGRS,
AR I 2RI R A R RN 22 R 5 2 SE R

JIF % . BERILE En. De. Fro Cs3L4FiES
FRENZE, BHARRZEIAFES N ZMEES
IERERE, AT £ AbBE 2 ) R0 AT 55 1 R
MF 1 £ 7T LLE H, mmDefender /£ £
B E GMES FRIRIKAA . A BT M
Bk, FLERIUT S I RESE THIR A ATl
{H mmDefender 7 B4 A R $E T 53 155 G0
#, Blan, 78 En—Fr#l1#{E45 4, mmDefender
159 N 652 73, T XLM-R (642 7)) #
CLIP (63.87)) &7J7i%; {EEn—Defl De—En#

#F1 7EFlickr2016 IEE _ERISLIGLE

Table 1 Experimental results on the Flickr2016 dataset
e %3 JiiZ: En—Fr En—Cs En—De Fr—En Cs—En De— En 85
XLM-R 62.1 32.2 37.2 52.1 422 433 44.9
CLIP 60.2 31.5 35.3 51.5 423 413 43.7
Gated Transformer 62.5 33.4 38.0 53.1 43.5 44.2 45.8
RE L Unified Transformer 62.7 332 38.1 53.0 43.5 44.0 45.8
M3P 62.9 334 39.2 53.1 43.7 44.1 46.1
DAS-CL 63.7 34.7 39.6 54.2 44.1 452 46.9
mmDefender (A3 777%) 68.0 35.0 41.0 55.0 45.0 46.0 483
XLM-R 64.2 353 38.1 53.4 43.0 45.1 46.5
CLIP 63.8 34.8 37.8 52.9 42.9 44.8 46.2
Gated Transformer 64.5 35.7 38.2 53.5 43.8 46.1 47.0
ZIEE I Unified Transformer 64.2 34.8 38.0 52.8 42.7 45.4 46.3
M3P 64.2 35.4 38.8 54.1 44.0 455 47.0
DAS-CL 64.1 35.7 39.9 55.2 44.8 46.7 47.8
mmDefender (A3C77%) 65.2 35.1 40.9 54.9 45.1 46.0 47.9
XLM-R 65.3 35.8 39.5 54.8 454 46.3 47.8
CLIP 64.8 34.8 37.5 53.9 44.8 45.8 46.9
Gated Transformer 63.0 349 39.2 54.5 45.4 46.2 47.2
BRIk Unified Transformer 63.5 35.1 38.9 54.8 45.8 455 473
M3P 65.2 36.1 40.1 55.2 45.0 452 47.8
DAS-CL 65.7 36.0 41.2 55.8 45.8 45.7 48.4
mmDefender (A3 7715 66.2 35.8 415 56.0 46.0 46.2 48.6
XLM-R 66.3 35.8 39.3 56.2 43.4 44.5 47.6
CLIP 66.1 35.2 39.1 56.1 43.8 45.6 47.7
Gated Transformer 66.0 36.1 39.1 57.0 44.2 46.4 48.1
Sz I 2k Unified Transformer 65.5 37.5 40.5 55.8 44.8 45.8 46.2
M3P 66.2 35.9 40.1 56.5 44.2 453 46.7
DAS-CL 67.8 36.5 41.1 55.8 453 46.5 472
mmDefender (43715 66.8 36.2 42.1 573 463 46.3 47.7
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Table 3 Analysis of attack methods and defense performance
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I it o ity 93.8% 68.2% 91.5% -25.6% +23.3%

SCAR A o Mt 94.2% 70.5% 91.8% -23.7% +21.3%
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Table 4 Comparison of generation quality
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Table 5 Comparison of computational performance among different models

Wi 7id: B AR i/ Bea S RS (R BIAS IIZRIS TR/ HESEI Rl B A0S HESE I (R
SCAR YA R Rt 10.5 10.8 12.0 0.35 0.38
P15 g i i B 11.2 1.5 123 0.42 0.45
SO gAY A B 10.8 11.0 12.1 0.38 0.41
SCAR B AR S 1R 11.0 1.3 125 0.40 0.43
PLBE IR B fith e SCA AL R 10.9 11.4 12.6 0.41 0.44
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